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Rules — heterogeneity, similarity and redundancy

| agree to restrict my use of CORDEX model output for non-commercial

N~ AnA AA

research and educational purposes only. [1]

In that rely on the CORDEX model output, | will appropriately
by an acknowledgement similar to the following:
“We acknowledge...” [1]

You may of the data contained in the
Datasets, and you may that data with
[2]
When to the Datasets, you agree to
in any sub-licenses of the data that you
grant, and . [2]
Data is (other than as permitted in the licence) and

in nature. [3]

Data is to be used to patients or general 2/19



® Large collection of ... data
® personal
® sensitive
® valuable
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Problem to solve

® Large collection of ... data

® personal
® sensitive
® valuable

® |ssues of ...
® data privacy
® ownership
® governance

Compliance checking remains ...

® manual
® time consuming
® error prone
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Example use case

Data governance rules associated with dataset D by data provider DP

Users should properly acknowledge the data provider in their publications, in a form
similar to “This work ...".

Field DoB (Date of Birth) in the data is potentially sensitive and any use of it should be
reported to the data provider, through the URL report.example.ac.
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Issues identified

. (Personnel) Scattering: data processing is multi-institutional (providers don't work

together with users);

(Rule) Propagation: derived data can be used as input data further;

(Rule) Diversity: policies can be more than access control, e.g. obligations;
Dynamic (rule) application: processes can change the policies applied to data;

(Rule) Combination and separation: processes are multi-input-multi-output
(MIMO).
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Related research

Framework Scattering Propagation Diversity Dynamic application Combination Separation
E-P3P[38] X X v X X X
Thoth[29] X v X e 4 X

DAPRECO[26, 57] ? X v X X X
Smart object[59] v v v X v X
CamFlow[53] v v X v X X
Meta-code[36] /3 v Ve v X X
Dr.Aid (our work) v v v v 4 4
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Dr.Aid (Data Rule Aid) is a logic-based framework for automated compliance checking
of data governance rules over data flow graphs.
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What is Dr.Aid

Dr.Aid (Data Rule Aid) is a logic-based framework for automated compliance checking
of data governance rules over data flow graphs.

Highlights:
® Logic-based (situation calculus)

e All 5 issues addressed, in particular:

® Recognises rule diversity
® Addresses dynamic rule application
® Supports MIMO
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Model

® Language:
® data rule, for data-governance rules for multi-staged processing, e.g. “users must properly
acknowledge the data providers'
® flow rule, for the changes of data rules in each process as a result of data transportation and
transformation, e.g. “column 3 from input 1 is changed to column 2 on output 2"
® Supports obligation: user must do something after using the data
® Retrospective analysis from provenance

® CWLProv (file-oriented)
® S-Prov (data-streaming)
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Language — example

Data-use policy (as data rule)

Field DoB (Date of Birth) in the data is potentially
sensitive and any use of it should be reported to the
data provider.

Process information (as flow rule)

® changes column DoB from input 1 to column
YroB on output 2;

® removes column DoB from input 1 on output 1;

® propagates the rest of the data unaffected
regarding the data-use policy.
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Language — example modelled

This dataset contains

Any use of it should be reported to the data providers through link report.example.ac.

Natural-language policy

attribute(ru, url "report.example.ac")

obligation(report ru, [pf], action = *)

User notation

attribute(pf, column, "DoB", [inputl, pf_1], s0)

attribute(ru, url, "report.example.ac", [inputl, ru_1], s0)

obligation(report, [[inputl, ru_11],
[[inputl, pf_1]], "action = *", inputl, s0O)

‘ Situation calculus representation ‘

obligation(report attribute(ru, url "report.example.ac"), [attribute(pf, column "DoB")], action = *)

Nested equivalent view
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Language — example modelled and query

Querying is analogous to the projection task, i.e. querying predicates (fluents) that hold
at the targeted final situation:
S¢ = Do(pr(inputl, [outputl, output?]) :
delete(inputl, outputl, x, column,” DoB") :
edit(inputl, output2, x, column,” DoB" , column,” YroB") :
end([outputl, output?]), s0).
? — attribute(N, T, V, X, 5¢).
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Language — example modelled and query

Querying is analogous to the projection task, i.e. querying predicates (fluents) that hold
at the targeted final situation:
S¢ = Do(pr(inputl, [outputl, output?]) :
delete(inputl, outputl, x, column,” DoB") :
edit(inputl, output2, x, column,” DoB" , column,” YroB") :
end([outputl, output?]), s0).
? — attribute(N, T, V, X, 5¢).
resulting in
attribute(ru, url," report@example.ac” , [outputl, inputl, pfi], S¢)
attribute(pf, column,” YroB" , [output2, inputl, pfi], Sf)
attribute(ru, url," report@example.ac” , [output?2, inputl, pfi], S¢)

. and the same procedure for obligations.
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Language — Data rule

e attributes (N, T, V'), describing properties of the data
® aname N
® atype T
® avalue V
® obligations (OD, VB, AC)
® an obligation definition OD (the obligated action to perform upon activation)
® a validity binding VB (describing additional applicability constraints)
® an activation condition AC (the triggering condition)
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e propagate pr(P;,, Ps,,:)
°o edit edit(P,-,,, Pout: N, T7 V, 7-new: Vnew)
e delete delete(Pi,, Pout, N, T, V)
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Language — flow rule

 propagate pr(P;,, Pso,:)
o edit edit(Pinu Pouta NJ T7 V7 THEW7 Vnew)
e delete delete(P;,, Poy:, N, T, V)

pr(inputl, [outputl, output?))
delete(inputl, outputl, x, column, DoB)
edit(inputl, output2, x, column, DoB, column, YroB)

* represents anything, used as wildcard.
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Situation calculus formalisation

Situation calculus models things into three components:
® fluent: predicate with situation, holding different truth values at different situations
® situation: state of the world, where the initial situation specifies the initial state of
the world
® action: behaviour to change the world, applying to a situation and resulting in a
new situation
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Situation calculus formalisation

Situation calculus models things into three components:
® fluent: predicate with situation, holding different truth values at different situations
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the world
® action: behaviour to change the world, applying to a situation and resulting in a
new situation
We model:
® data rule terms as fluents
e the initial data rules are specified for the initial situation
® the flow rules are modelled as actions
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Situation calculus formalisation

We model:
® data rule terms as fluents
® the initial data rules are specified for the initial situation

® the flow rules are modelled as actions
We do:

e flow rules as action sequence

e final situation S¢ as the situation after performing all flow rules starting from the
initial situation sy

® query all attribute() and obligation() which hold in the final situation S¢
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System structure
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Outcomes from system

Triggering process Obligation
| urn:uuid:369eb4b8s- 8f68—42§11 b2e]¢009f6d@21 0 urn:uuid 5d92-46bb-861d (Cite [CMIP6_GMD_special_issue(url http://www....
[main/processfiles_2
1 urn:uuid:d608ea63-5d92-46bb-861d-355bdb08c587 (Cite [CMIP6_output(url http:/bit.ly/2gBCuqM)])
T@ O__ 2 urn:uuid:f714d661-3c14-4a26-a7c0-4bd56ec2ba0d  (Cite [CMIP6_GMD_special_issue(url http://www....
3 urn:uuid:f714d661-3c14-4a26-a7c0-4bd56ec2bald (Cite [CMIP6_output(url http:/bit.ly/2gBCuqM)])
‘inished Tnitialization 4 umuuid:381b11de-c264-4ec0-b9f4-458162435069  (Gite [CMIP6_GMD_special_issue(url http:/www....
0ut[6]: " {rdf1ib. term. URTRef ( urn:uuid: d608ea6? 5 urnwuuid:381b11de-c264-4ec0-b9f4-458{624350e9 (Cite [CMIP6_output(url http:/bit.ly/2gBCuqM)])
ecial _issue590. html)]), 6 VirtualF S77-4... ( [CMIP6. ing We ackn...
(Cite [CMIP6 output(url http://bit. ] =
rdflib. term. URTRef  urn:uuid: £714d661 7 http: i VirtualF 9f77-4... (Include [CMIP6_model_provider_instruction(str...
ecial issu€590.html)]), i of - i
(Cite [CMIP6 output (ol hitp://bit. 1 8 VirtualF 77-4... (Report [CMIP6_report_url(url https://cmip-pub...
rdflib. term. URERef (" urn:uuid:381b11lde 9 VirtualF 9f77-4... (Include [CMIP6_refer_instruction(string Refer...
ecial issue590. html)]),
(Cite [CMIP6_output (url http://bit. 1y, zgpiugn 1) i,

rdflib. term. URIRef (" http://draid/ns/VirtualProcess/ab869295-9f77-49ed-b99d-3f6{7ca7353a’ ) : [(Acknowledge [CMIP6_acknowledge (string We ackno

wledge the World Climate Research Programme, which, through its Working Group on Coupled Modelling, coordinated and promoted CMIP6. We thank
the climate modeling groups for producing and making available their model output, the Earth System Grid Federation (ESGF) for archiving the
data and providing access, and the multiple funding agencies who support CMIP6 and ESGF.)]),

(Include [CMIP6_model_provider_instruction(string Include in publications a table listing the models and institutions that provided model
output for research use. Tn this table and as appropriate in figure legends, use the CMIP6 “official” model names viewable as an html rend
ering of the CMIP6 source id controlled vocabulary and an html rendering of institution names recorded in the CMIP6 institution id controlle
d vocabulary)]),
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Language coverage

Policy source # sentences #rules #actioning #implied # encoded actioning coverage total coverage
CMIP6[3] 35 9 8 1 7 100% 89%
EIDA[8] 20 5 3 0 3 100% 60%
INGV[7] 2 2 2 0 2 100% 100%
CC-BY[5] 12 6 5 2 3 100% 83%
CMT Catalogue[9] 15 4 4 0 4 100% 100%
CORDEX[4] 22 9 6 0 5 83% 55%
ISMD[12] 2 1 1 0 1 100% 100%
RCMTJ10] 14 3 3 2 1 100% 100%
MIMIC[13] 17 4 4 0 4 100% 100%
CPRD[6] 21 7 6 0 2 33% 29%
PIMA[15] 2 1 1 0 1 100% 100%
ISC[2] 21 7 7 0 7 100% 100%
IRIS[11] 28 10 10 0 10 100% 100%
OGL[14] 30 7 4 3 1 100% 57%
World Bank[16] 40 12 7 2 3 71% 42%
Total 281 87 71 10 54 90% 74%
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Thanks
for listening!
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